** After Hours: Mon-Fri from 6:00PM - 10:00PM CST, weekends 9:00AM — 1:00PM CST 615.386.4920 **

Download and setup the Microsoft Authenticator app
for MFA

Download and install the app from your phone — Complete this first.

Install the latest version of the Authenticator app, based on your operating system:

Google Android. On your Android device, go to Google Play to download and install the Authenticator app.
Apple i0S. On your Apple iOS device, go to the App Store to download and install the Authenticator app.
Open the Authenticator App for the first time. If you are asked to sign in with Microsoft, there should be an
option to skip. Choose this option.

5. Leave the Authenticator App open for the next step.
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Add your work or school account to the Microsoft Authenticator app.

Make sure to have a computer available with Chrome, Firefox, or Edge installed.

To add an account by scanning a QR Code, do the following:

1. Onyour computer, go to https://aka.ms/mysecurityinfo
2. Click Add method > Authenticator app > Add to add Microsoft Authenticator. Click Configure.
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3. Open the Authenticator app
o Tap the three horizontal dots in the upper right corner of the app.
Choose + Add account, and then select Work or school account, followed by Scan a QR Code.
If prompted to allow permission for the app to use the camera we will choose Yes.
Scan the QR Code with your phone to add the account to your authenticator
Follow on-screen prompts to complete the setup.
If the process is completed successfully you will be redirected to the Main Page where you should see
the new account added with a 6 digit code available.

O O O O O

Add account < Add account

+ Add account What kind of account are you adding?

Authenticator

Your account provider will display a QR code.
/' Rearrange accounts =. Personal account @
' 7 Hide codes |_=. Work or school account (O]
Other account (Google, Facebook,
X Settings etc.) ®
@ Help
2® Send Feedback Add work or school account
E] Signin
] =
CANCEL ]
,]f i
i1 R
L D
[§
ﬂ. @ . = . © . a OR ENTER CODE MANUALLY
Authentic.. Passwords Payments Addresses Credentials
1] (@] < 1l @] <

Select the newly added account by tapping it, then choose “Enable phone sign-in”.
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Sign-in with your phone
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Stop using your password, and still sign in
securely with Microsoft Authenticator. Complete
the steps below to enable phone sign-in.

Device registration
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You can use this device 10 approve B iz

notifications to verify your sign-ins Set passcode

@ A device passcode or Face ID is required.
You must go to Settings to enable it.
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Make sure “Passwordless sign-in is enabled” is displayed at the top.
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Changing your Default Authentication Method

After successfully setting up the new authentication method, on Security Info page where Default Sign-in Method is
displayed, Click Change.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1
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Sign in using a verification code with the Microsoft Authenticator app

The Microsoft Authenticator app will display a number that changes every 30 seconds so that you don't use the same
number twice. When you're asked for a verification code, open the app and use number that is currently displayed.

1. Signin to the application or service Outlook, Citrix, etc. using your email address and password.
2. Microsoft prompts you for a verification code.
3.
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[ Enter the code displayed in the authenticator
app on your mobile device
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D Don't ask again for 30 days
Having trouble? Sign in another way

More information

By signing in and using these services you agree to
abide by your arganization's Acceptable Use Policies.

4. Open the Microsoft Authenticator app on your phone and enter the code in the Code field.





